RDP ?? Linux (GNOME Remote
Desktop)

37101 MeTopg nogonaeT ana GUlI Gnome ¢ meHepxepom Wayland: BcTaeT "6onT-0H",
paboTaeT bbicTpee u cTabuibHeEe aHANOroB.

OpHako, c gpyrumn GUI n meHea)xepaMmn CeCCUM MOryT BO3HUKHYTb Npobnemsl - TaM
ny4uie He akcnepumeHTmpoBaTb ¢ GRDP, a paccmoTpeTb aHaloru
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lMepen TeM Kak NATWU MO 3TOMY MaHyasy, BaM HY>XHO 3HaTb MUHYCbI aToro noaxona:

1. NopknoyeHns byneT paboTaTb TONLKO A0 TOr0 MOMEHTa, Noka paboTaeT
nonb3oBaTesbCKada ceccus. Ecnm nonb3oBaTens ynaeT B Lock-screen, yaaneHHbIn 4ocTyn
nponageT

2. MSTSC.exe (yaaneHHbin paboynin cton Windows) He cmoXeT paboTaTb C 3TUM pPELUEHNEM
B CBSI3M C OTCYTCTBMEM Yy nocnegHero mexaHmsma NLA (Network Layer Authentification).
MObaXTerm - ToXe He CMOXXET NOAKKYUTLCA, Kak ncnosablyet MSTSC.exe nofa
KanoTom

3. GNOME Remote Desktop HE saBnseTcsa nonHoueHHbIM cepBepoM RDP, n y>x Tem 6onee He
apyxnTt ¢ Windows-way knmeHTamu. C 3TuM peweHuem B Lenom pabotaeT o4eHb Maso
kKakoe MO noag Windows, HO B CNUCKe TakuxX 3Be3ao4ek - Remmina n FreeRDP

N3 nawcoB - CKOPOCTb U cTabuabHOCTb paboTbl (MO CayxaMm, A Tak U He yO0CYKWUIJICA NPOBEPATD).
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War 1. YctanoBka GRDP

apt update

apt install -y gnome-remote-desktop

Bce ganbHenwmne warv 6yayT BbIMOJHATLCA OT NoJsib3oBaTensa userl (He oT root!) n B GUI (
He B TepMuHane!)

LWar 2. Bknioyaem RDP



gsettings set org.gnome.desktop.remote-desktop.rdp enable true

LWar 3. CozpaHue Y4HEeTHbIX OaHHbIX OJiAd NoJib30BaTesA

Ina co3paHnsa nonb3oBaTens, BbIMOJHAEM KOMaHAy OT MMeHN TOro, KTo OyaeTt 3axoauTb Ha
cepsBep (He root!). Hanpumep, ang userl:

su - userl

# Y7066l Maponb He cBeTuNCA M He nonagan B history:
read -rp "RDP user: " RDP_USER

read -srp "RDP pass: " RDP_PASS; echo

grdctl rdp set-credentials "$RDP_USER" "$RDP PASS"
unset RDP_USER RDP_PASS

LWar 4. PaspewaeMm nogkJsilo4YeHue

grdctl rdp enable

# Ybupaem view-only-mod (6nokupoBka BBOpa 4epe3 RDP)
grdctl rdp disable-view-only

# ABTO3arpyska

systemctl --user enable --now gnome-remote-desktop

LWar 5. 3apaHee oTkpbiBaeM nopt 3389 (npumep ¢ UFW)

Ecnn nopT 3389 6yneT 3akpbiTb, NOAKOYEHUSA He Npoun3ongeT. YTobbl OTKpbITL ero Yyepes UFW,
BbIMNOJ/IHAEM:

sudo ufw allow 3389/tcp
sudo ufw reload
# locMOTpeTb CNMCOK MpaBW/l MOXHO TakK:

sudo ufw status

LLlar 6. Ckopee Bcero, B slorax gnome-remote-desktop npv nepBoMm 3anycke Bbl YBUANUTE 4YTO-TO
Takoe:

® gnome-remote-desktop.service - GNOME Remote Desktop
Loaded: loaded (/usr/lib/systemd/user/gnome-remote-desktop.service; enabled; vendor
preset: enabled)
Active: active (running) since Wed 2026-01-14 20:30:15 MSK; 3min 8s ago
Main PID: 31760 (gnome-remote-de)
Tasks: 4 (limit: 9379)
Memory: 15.4M



CPU: 319ms
CGroup: /user.slice/user-1000.slice/user@l000.service/app.slice/gnome-remote-
desktop.service

L-31760 /usr/libexec/gnome-remote-desktop-daemon

AHB 14 20:30:15 home-srv-android systemd[1683]: Starting GNOME Remote Desktop...

AHB 14 20:30:15 home-srv-android systemd[1683]: Started GNOME Remote Desktop.

AHB 14 20:30:15 home-srv-android gnome-remote-de[31760]: RDP TLS certificate and key not
configured properly

aHB 14 20:32:50 home-srv-android systemd[1683]: Started GNOME Remote Desktop.

aHB 14 20:33:23 home-srv-android systemd[1683]: Started GNOME Remote Desktop.

N nopT 3389 caywaTtbcs He ByaeT, CKoJIbKO Bbl Bbl HE Mepe3arpy>xanm ciyxoy.

Mpobnema TyT BOT B 3TON oLinbKe:

RDP TLS certificate and key not configured properly

N TyT ecTb 2 BapnaHTa pewweHna npobaembl: NCNONb30BaTb CaMOMOAMNNCAHHbBIA AWM HOPMaJibHbIN
TLS-cepTnduKarT.

1. F'eHepupyeM camonoAnuncaHHbI cepTudmukaT B ~/.local/share/grd:

mkdir -p ~/.local/share/grd

openssl req -x509 -newkey rsa:4096 -sha256 -days 3650 -nodes \
-keyout ~/.local/share/grd/rdp.key \
-out ~/.local/share/grd/rdp.crt \
-subj "/CN=home-srv-android"

chmod 600 ~/.local/share/grd/rdp.key

Ba>kHo:

1. Knoy gomkeH 6biThb 6e3 naponsa (unencrypted PEM);

2. ®annbl 4O0/KHbLI 6bITb YMTaeMbl NONIb30OBaTesIeM, KOTOPbIK DyaeT nogknoUYaTbCcs
(MHa4Ye OEMOH UX He MPOYTET).

~/.local/share/grd/rdp.crt
~/.local/share/grd/rdp.key




2. MNpuBasbiBaeM ero K GRDP:

grdctl rdp set-tls-cert ~/.local/share/grd/rdp.crt
grdctl rdp set-tls-key ~/.local/share/grd/rdp.key
grdctl rdp enable

3. MNMepesanyckaem cepBUC N NpoBepSAeM, 4HTO OH 3anyLleH

# lMepe3anyck penaetcd oT wuMeHu ITOM0 MOJIb3OBATENIA, A HE ROOT!
systemctl --user restart gnome-remote-desktop

# lpoBepsaeM cTaTycC

grdctl status

# lpoBepseM, 4TO MOpPT ClywaeTcs

sudo ss -ltnp | grep -E ':3389'

BA>XHOE NMPABWUJIO!
BCE koMaHAbl TUMNa " BbinosHAoTCA TOJIBKO oT TOro
MoJib30BaTesisl, KOMY OHUW NMpeaHa3HayeHbl (6e3 sudo). B Hallem cny4vae, 3TO
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